Scaling Mobile Private Contact Discovery to

_\ 7 UNIVERSITAT
\° - DARMSTADT

Billions of Users

Laura Hetz, Thomas Schneider, Christian Weinert

User

Contacts X

Mobile Private
Contact Discovery

Z=XNDB

Users DB

Service Provider

https://contact-discovery.qgithub.io

ESORICS 2023 | Scaling Mobile Private Contact Discovery to Billions of Users | Laura Hetz | Slide 1

IENCRYDPTO
{3¢s CRvPTSCR APy AN


https://contact-discovery.github.io/

Mobile Contact Discovery — Motivation
[KRS+19, HWS+21, HWS+23]
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Mobile Contact Discovery — Signal [Sig17, Sig22]
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{* SECURITY *}

The Hacker N Boffins show Intel's SGX can leak crypto keys

Software Guard Extensions are supposed to hide data. But the 'Prime+Probe attack’ fixe
Researchers Break :....qchiguin

Tue 7

'SmashEx' CPU Atta °© A researcher who in January helped highlight possible flaws in Intel's
Software Guard Extensions' input-output protection is back, this time with
£2 October 20,2021 & Ravie La ﬁ] malware running inside a protected SGX enclave.
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LVI - Hijacking Transient
3\l / with Load Value Injectior
-

LVl is a new class of transient-execution attacks exploit
flaws in modern processors to inject attacker data int
steal sensitive data and keys from Intel SGX, a secure
processors for your personal data.

o
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SmashEx

‘a extraction attacks around, like Meltdown, Foreshadow, ZombielLoad, RIDL and Fallout, and de
directly leaking data from the victim to the attacker, we proceed in the opposite direction: we sir
1 hidden processor buffers into a victim program and hijack transient execution to acquire sensi
passwords.

arder to mitigate than previous attacks, as it can affect virtually any access to memory. Unlike al
ransparently mitigated in existing processors and necessitates expensive software patches, whi
2 up to 19 times.
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A newly disclosed vulnerability affecting Intel processors

could be abused by an adversary to gain access to sensitive

information stored within enclaves and even run arbitrary

code on vulnerable systems.

Practical Enclave Malware with Intel SGX

T
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I'M SURE THIS WON'T BE THE LAST SUCH PROBLEM —

Intel’s SGX blown wide open by, you
guessed it, a speculative execution attack

Speculative execution attacks truly are the gift that keeps on giving.

ARS STAFF - 8/14/2018, 9:18 PM

~»
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ater ans...

Ansehen auf (EYoulube

Foreshadow explained In a video.

Another day, another speculative execution-based attack. Data protected by Intel's SGX—data that's
meant to be protected even from a malicious or hacked kernel—can be read by an attacker thanks to
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PSI FOR PRIVATE CONTACT DISCOVERY
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Encrypt DB records

ith key k:
_ Store encrypted DB’ W e , _

Input: Contacts X database < DB[j]' = PRF,(DBJj]) Input: DB
Run OPREF for all X; ke
contacts x; > <

‘ € OPRF
Check if e; is in DB’
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Related Work — Optimization of OPRF-based PSI [KLS+17,

RA18, KRS+19]
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r
Input: Contacts X Store <«

Run OPREF for all X;

contacts x;

Checkif e; isin CF

OPRF

Encrypt DB records
with key k
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Related Work — Combining PIR & PSI [DRRT18]

query

query
idx DB
PIR
Input: Contacts X DBJidx]
+leakage(DB)
> <
<«answer < PSI
Reconstruct
intersection

from answer

answer
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PIR-based CF Lookup in PSI [DRRT18, KRS+19]

1. Base Phase

OPRF Precomputation

2. Setup Phase PIR Pre-

Input: Contacts X PIR Preprocessing processing Input: DB

3. Online Phase

Ci k
> <
. .y € OPRF
Compute possible CF positions <
idxq,idx, for element g; idx,, idx, CF
Check if element ¢; is in CFlidx,], PIR
received buckets CFlidx,]
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Requirements

SYSTEM DESIGN
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Requirements

— )

bo

—— e o o °
: 31
Database Size up to 2 Up to 210 client Fast online phase
contacts

| |
——c

Low Communication DB Updates
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PIR Selection

SYSTEM DESIGN
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PIR Protocol Selection

query answer

d

Single-Server PIR
[ACLS18, CK20, ALP+21, MCR21,
CHK22, DPC23, HHC+23, LLWR24,
LP22, MW22, ZLTS23, MR23]

query answer query answer

D

Multi-Server PIR
[BGI15, BGI16, CK20, KC21,
SACM21, GHPS22, MZRA22]
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Offline-Online PIR — Advantages [CK20, KC21, MZRA22]

Database updates

Online comm. O(log |DB|) Amortization of offline . :
. without rerunning
and comp. O(y/|DB]) costs over many queries

offline phase

l

Batching possible

Implementation for
mobile devices
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Handling Large Set Sizes

SYSTEM DESIGN
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Handling Large Set Sizes

‘ C “TIIX
L ——” PIR ."A\;:' EEE
o I ﬂ —
— PIR Offline time Set size
R O(|DB|) V|DB|
—p e
— PR - |CE,|
— XN -
—> PR Part Memory requirements
— .
(=] —
—_ PR —_
Not supported in Inefficient batching
implementation
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Query Scheduling

SYSTEM DESIGN
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Query Scheduling — Naive Approach

)
s 1
2
Worst Case:
For |DB| = 231,
|X| — 210,
Npare = 64:
= 73 MiB communication
Npart
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o @D

k-1 2|X| 1 i 1 2|X|~i Npart
p=1-(200) () (1 70)
l Npart Npart

i=0

0
»
9

| &

For |DB| = 231,
1X| =219,

NPClT't == 64‘

= 3 MiB communication

=» 24X less communication
than naive approach

18 &

Npart
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IMPLEMENTATION & EVALUATION

See https://encrypto.de/code/disco
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https://encrypto.de/code/disco

Experiments
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D LTE

=4l

OnePlus 8T
Snapdragon 865,
12 GB RAM,

256 GB Storage

Larger set size
% than related work

|IDB| < 231

Two Servers
128 GB RAM,
8 virtual cores,
250 GB Storage
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PSI Comparison — [KRS+19] & Our PSI Protocol . NN
Parameters Base Setup Online
|IDB| |X| OPRF PSI Time Comm.| Time Time Comm. Time Comm.
[s] [MiB] | S[h] C]|s] [MiB] [s] [MiB]
[KRS+19] 0.15 2.04 9.84 3.53 1072.14 2.20 4.05
NR-ECC
228 510 Ours 0.15 2.04| 990 109.63 66.00 5.59 5.95
GC- [KRS+19] 1.26 21.56 0.55 3.53 1072.14 0.63 2.02
LowMC  ours 1.26 21.56 0.61 109.63 66.00 4.02 3.92
3@% less setup communication for |DB| = 231
S: Server
C: Client
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PSI Comparison — PIR-PSI [DRRT18] & Our PSI Protocol UNIVERSITAT
DARMSTADT
Parameters Offline Online
|IDB| |X| Protocol Time [s] Comm. Time [s] Comm.
PSI Params. ST mt [MiB] | gt MT [kiB]
c=0.25b=1 — — —| 33.02 13.22 5048.32
PIR-PSI
228 910 c=4,b=16 — — — 4.07 1.60 28979.20
Ours Npgre = 32 326.10 98.97 66.00 3.39 0.45 1952.25

< ; seconds online time for MT, |DB| = 231, |X| = 219

ST: single-threaded
MT: multi-threaded
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Summary

Surveyed PIR
protocols

Implemented our protocol
for mobile devices

Optimized & integrated
PIR into OPRF-based PSI

- -0

\V

Ran experiments and
evaluated our protocol

Simulated & evaluated
strategies for DB updates

090

Limitations & Outlook
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Thank you!

s

<=

Get in touch:
laura.hetz@inf.ethz.ch

For more details see https://ia.cr/2023/758
& https://contact-discovery.github.io
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PIR Protocol Selection
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= § 5

; ‘é %" > 'g Offline Online

= 2 § 3 o & | Comp. Comm. Comp. Comm.

g £ g £ £ 5

‘s Protocol S & B £ = c S C S

3 S & S5 & E
SealPIR [ACLS18] RIWE v X V / - N - N dn'/d
MulPIR [ALP*21] RIWE v X / /° - N - dn1/d
[MR23] RIWE v X v v | - N - B/pN*  BNY/p
Spiral (family) [MW22] | RIWE v X V / - N logN
PIRANA [LLWR22] RIWE v X v J/*| - N N/M N/M N/M
[CK20] IWE v x x x| N N VN VN VN

1 OnionPIR [MCR21] RIWE v x v V| N N N N N
[LP22] IWE vi x Xx X| N N N VN VN VN
[ZLTS22] IWE v x v X N VN VN VN 1
[CHK22] RIWE v x v x N N N N N N
SimplePIR [HHC*22] IWE v* v v Vv |NM N VN N VN
DoublePIR [HHC*22] IWE v+ /8 v v N d? VN
FrodoPIR [DPC22] IWE v¥% v v v | N N 1 N 1 N
DPE-PIR [BGI15] OWF X - v / - - - logN N logN
CIP-PIR [GHPS22] OWF v /¥ v v - N - N/n +/N/n n+/N/n
[CK20] OWF v' x x x| VN N N VN VN logN

2+| [KC21] OWF v' v v v*| VN N VN | VN VN logN
[SACM21] IWE v x v x| N N N VN VN logN
iCK [MZRA22] owr vi /I v v | VN N VN VN VN VN
iSACM [MZRA22] wme vt /I v v| VN N VN | VN VN VN

Database size N,

number of servers n,
plaintext size p,

lattice dimension d;,
database hypercube
dimension d,

encryption parameter M,
number of buckets B, and
bucket size Nj.

T Stateful / offline-online

* Client-independent

§ Requires recomputation of hints for changed DB rows
" Waterfall updates

I'In-place edits

* Includes mobile implementation

* Implementation not public
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Offline-Online PIR — Offline Phase [CK20, KC21]

Toees SETUP(DB) —
« Sample random subsets S, ..., St < |DB| —
"Zfﬂ of size [S;| = /|DB]| V=
« Compute parity words p; for each subset, store in
Server,ffiine hints < (Sy,p1), ... (S7, 1) Server niine
Input: DB, Input: l?B,
Output: L Output: L
hints
Store hints locally D
Input: idx,
Output:DBJidx]
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Offline-Online PIR — Online Phase [CK20, KC21]

— ANSWER(DB, query) —

Calculate parity for received punctured

..g set query and send it to client y v
Server,ffiine qUETY o ime Server  iine

UERY (hints, idx
,Q Find gulbsetlS- s)t idy € S, RECONSTRUCT(answerofﬂine,answeronline)
b ! . o
© query,nine < Punc(set;, idx) _ ¢ Pser, D ANSWeTppiine = DBJidx] ifidx € DB

0? else
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Protocol Overview — Offline Phase
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SETUP(DB)
» Generate key k
* OPRF Precomputation

CF

» Store DB in CF using PRF and key k
Serveroffiine « Partition CF

Input: DBps;. o Generate hints on Npg,, partitions
Output: L

hints

Store hints locally D

Input: x € X,
Output:

Server  ,ine
Input: L,
Output: L
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fo3cCs

IENCRYPTO
CRYPTOGRAPHY AND
PRIVACY ENGINEERING



7\ TECHNISCHE
UNIVERSITAT
DARMSTADT

Protocol Overview — Online Phase

Both Server: Run ANSWER on each
partition queries

Run OPRF with Server,fiin. to get x’ = PRF(x) A * Run RECONSTRUCT for all queries
Compute tag and all possible CF positions of x'
Run query scheduling
Query every partition
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OYARFONN NG VANES
- D
o D3 =Dy ® D, 1 2 3 3
~ 2 1
Npst D o A
2
~ - Npgp
B 2
Simple Construction [IKOS04] Probabilistic Batch Codes [ACLS18]
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Protocol Overview

SYSTEM DESIGN
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Protocol Overview — Offline Phase
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SETUP(DB)

» Generate key k

* OPRF Precomputation

» Store DB in CF using PRF and key k
Serveroffiine « Partition CF
Igput: l_DBpsn * PIR precomputation on each

utput: L partition CF, for p € {1, Npgyts}

hints

CF

Store hints locally D

Input: x € X,
Output:

Server  ,ine
Input: L,
Output: L
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Protocol Overview — Online Phase
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Both Server: Answer PIR queries on

each partition CFE,

\k‘
Serveroffline %

X
CIon,lr
Qon,1, - Qon,k
Aon,1r - Aon k
« Run OPREF to get x' = PRF;(x) X ' .
« Compute tag and possible CF positions of x’ _
» Schedule queries to obtain k queries to each .

partitions CF, € {CF;, ... CFy,, .} for both server.

Server  ,ine

CIon,k

aon,lr aon,k

Query every partition on each server using

PIR
Combine answers and check if tag is
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Related Work — Cuckoo Filter (CF) [FAKM14]

tag of element x

X = H(x)
p1 = H(x) p2 =p1 D HX)
1 2 3 4 5 6 n
n buckets A D C B F X
with each b = 3
possible entries E G ) ¢
H J
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DATABASE UPDATES
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Contact List Updates

4 Users Y
> Private Mobile <

Contact Discovery

< Z=XNnY

User

Service Provider
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Updates — Simulation [HWS+21, HWS+23]
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} 1.5 Billion = 2 Billion

Jan. 2018 — Feb. 2020

ol

~ o
Change Rate 0.05% / day

300 Million = 400 Million
2019 — 2020

~(l596/day
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Database Updates — Additional Update Database
[HWS+21, DRRT18]

1 2 .. |CF1]
DB
Our PSI 1 )
2
1 2 .. |CF2|
|DB|
Our PSI . DB
+1
|IDB| = 23%: 0.01 %/day: 2.90 MiB/day

1.00 %/day: 7.65 MiB/day
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Database Updates — In-place Edits [MZRA22]

DB
1
iy
1, A4 2
<
Apply A to
hints
—  ———
. Our PSI DB
|DB|
A; = CF[i]oq @ CF[i] i
[ — Llold Llnew
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Database Updates — In-place Edits — Simulation
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5.0x107+

4.0x107 1

3.0x107

2.0x107-

Reinsertions

1.0x107 -

0.0

—— load factor
B reinsertions -0.90
-0.85
-0.80
-0.75
H -0.70
s v \H\I LY HH” “ ‘ ‘I“ m HH HH H m HH H H H ‘: ’ ‘

0 80 160 240 320 400
Days

Load factor

|IDB| = 23%:

0.01 %/day: 13.52 MiB/day
1.00 %/day:. 486.37 MiB/day
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Implementation

Android Benchmarking Application for Mobile Private Contact Discovery [KRS+19]

https://github.com/contact-discovery/mobile psi android

C++ Library for Mobile Private Contact Discovery [KRS+19]

https://github.com/contact-discovery/mobile psi cpp

Checklist: Private Blocklist Lookups [KC21]
https://qithub.com/dimakogan/checklist

Cuckoo Filter based on [FAK14]

https://github.com/linvon/cuckoo-filter

See https://encrypto.de/code/disco
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https://github.com/contact-discovery/mobile_psi_android
https://github.com/contact-discovery/mobile_psi_cpp
https://github.com/dimakogan/checklist
https://github.com/linvon/cuckoo-filter
https://encrypto.de/code/disco

PSI Comparison — Protocol Overview

PSI (ours) PSI [KRS+19] PIR-PSI [DRRT18]
A >4 =
o . OPRF . OPRF E ORI N =
Precomputation Precomputation Precomputation :
5 . PIR < CF
3 Preprocessing
—_— — —_— — —_ —
| OPRF | OPRF l OPRF
q>
= — — — —
CC) l PIR | PIR
+
— PR—
l PSI
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Parameters Base Online
Time [s] Comm. [MiB] Time Comm. [kiB]
OPRE Protocol Ne | wiri ITE |c—>S S—C | WiFi ITE | C—»S S—C

1 0.07 0.29 0.03 0.01 0.06 0.12 0.02 4.03

NR-ECC [KRS™19] 1024 0.15 0.52 2.03 0.01 2.20 2.29 16.00 4129.00

16384 0.98 8.79 | 32.03 0.01 | 34.93 34.83 | 256.00 66064.00

1 0.09 0.36 0.03 0.03 0.04 0.07 0.02 2.00

GC-LowMC [KRS™19] 1024 1.26 5.39 2.03 19.53 0.63 1.22 16.00 2048.00

16384 | 15.17 99.56 | 32.03 312.26 | 10.72 18.62 | 256.00 32768.00
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Our Protocol Results

Parameters Time [s] Comm. [MiB]
|IDB| Npart | X]| Multi- Server Client Online | Offline Online
threaded | Setup Setup
31 10 No 1988.81 961.48 6.12
2 64 2 264.00 2.59
Yes 525.09 286.78 0.74

< 2 seconds online time
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Summary — Evaluation

Asymptotic Communication Complexity

[KRS+19] Our Protocol % Larger set sizes

Base | X| |X|
Setup |DB| Nore /|CF | % Reduced offline
ar T
P communication
Online |X]| log|CFp| (|1X|
+ /IX|Npgrt 108 Npgrt) < sec. online time
o for |X| = 21%and
| X| Number of client inputs, e.g., 2*° IDB| = 231
|DB| Number of server inputs to PSI Protocol, e.g., 2°*
|CE,| Number of server inputs to PIR Protocol, number of CF buckets per partition, e.g.,2%4

Npsr+  Number of CF Partitions, e.g., 32

_ o . " . IENCRYPTO
ESORICS 2023 | Scaling Mobile Private Contact Discovery to Billions of Users | Laura Hetz | Slide 52 4 c @ CRYPTOGRAPHY AND

PRIVACY ENGINEERING



