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Mobile Contact Discovery – Motivation 
[KRS+19, HWS+21, HWS+23]
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Mobile Contact Discovery – Signal [Sig17, Sig22]

User
Service Provider



ESORICS 2023  |  Scaling Mobile Private Contact Discovery to Billions of Users |  Laura Hetz |  Slide 5

Mobile Contact Discovery – Signal [Sig17, Sig22]
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PSI FOR PRIVATE CONTACT DISCOVERY
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Encrypt 𝐷𝐵 records 
with key 𝑘:
𝐷𝐵[𝑗]′ = 𝑃𝑅𝐹! 𝐷𝐵[𝑗]

High-Level Idea: OPRF-based PSI

Store encrypted 
database 

Generate secret key 𝑘

Run OPRF for all 
contacts 𝑥"

Check if 𝑒" is in 𝐷𝐵′

Input: Contacts 𝑋

OPRF
𝑥"
𝑒"

𝑘

Input: 𝐷𝐵𝐷𝐵′
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Input: 𝐷𝐵𝐶𝐹Store Cuckoo 
filter 𝐶𝐹

OPRF Precomputation

Related Work – Optimization of OPRF-based PSI [KLS+17, 
RA18, KRS+19] 

1. Base Phase

2. Setup Phase

3. Online Phase
Run OPRF for all 
contacts 𝑥"

Check if 𝑒" is in 𝐶𝐹
OPRF

𝑥"
𝑒"

𝑘

Generate secret key 𝑘
Precomputation

Encrypt 𝐷𝐵 records 
with key 𝑘
Insert items into Cuckoo 
filter 𝐶𝐹

~ 8 GiB 
communication for 2#$

registered users

Input: Contacts 𝑋
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Related Work – Combining PIR & PSI [DRRT18]

PIR
𝑖𝑑𝑥 𝐷𝐵

𝐷𝐵 𝑖𝑑𝑥
+𝑙𝑒𝑎𝑘𝑎𝑔𝑒(𝐷𝐵)

PSI

+

𝑞𝑢𝑒𝑟𝑦

𝑎𝑛𝑠𝑤𝑒𝑟

𝑞𝑢𝑒𝑟𝑦

𝑎𝑛𝑠𝑤𝑒𝑟
Reconstruct 
intersection 
from answer

Input: 𝐷𝐵Input: Contacts 𝑋
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1. Base Phase

2. Setup Phase

3. Online Phase

PIR-based CF Lookup in PSI [DRRT18, KRS+19]

PIR Preprocessing

OPRF
𝑐"
𝑒"

𝑘

PIR
𝑖𝑑𝑥$, 𝑖𝑑𝑥% 𝐶𝐹
𝐶𝐹 𝑖𝑑𝑥$ ,
𝐶𝐹[𝑖𝑑𝑥%]

Compute possible CF positions 
𝑖𝑑𝑥$, 𝑖𝑑𝑥% for element 𝑒"

Check if element 𝑒" is in 
received buckets

OPRF Precomputation

PIR Pre-
processing Input: 𝐷𝐵Input: Contacts 𝑋
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1. Base Phase

2. Setup Phase

3. Online Phase
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SYSTEM DESIGN
Requirements – PIR Selection – Handling Large Set Sizes – Query Scheduling
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Up to 𝟐𝟏𝟎 client 
contacts

Requirements

Database Size up to 𝟐𝟑𝟏

Low Communication

Fast online phase

DB Updates
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SYSTEM DESIGN
Requirements – PIR Selection – Handling Large Set Sizes – Query Scheduling
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PIR Protocol Selection

𝑞𝑢𝑒𝑟𝑦 𝑎𝑛𝑠𝑤𝑒𝑟

Single-Server PIR
[ACLS18, CK20, ALP+21, MCR21, 

CHK22, DPC23, HHC+23, LLWR24, 
LP22, MW22, ZLTS23, MR23]

𝑞𝑢𝑒𝑟𝑦 𝑎𝑛𝑠𝑤𝑒𝑟

Multi-Server PIR
[BGI15, BGI16, CK20,          , 
SACM21, GHPS22, MZRA22]

𝑞𝑢𝑒𝑟𝑦 𝑎𝑛𝑠𝑤𝑒𝑟

KC21KC21
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Offline-Online PIR – Advantages [CK20, KC21, MZRA22]

Online comm. 𝑂(log |𝐷𝐵|)
and comp. 𝑂( |𝐷𝐵|)

Amortization of offline 
costs over many queries

Database updates 
without rerunning 

offline phase

Batching possible
Implementation for 

mobile devices
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SYSTEM DESIGN
Requirements – PIR Selection – Handling Large Set Sizes – Query Scheduling
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Memory requirements

Handling Large Set Sizes

PIR

PIR

PIR

PIR

PIR

{...}
Set size 
|𝐷𝐵|

Offline time 
𝑂(|𝐷𝐵|)

Not supported in 
implementation

Inefficient batching

|𝐷𝐵|
×𝑁IJKL
|𝐶𝐹M|
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SYSTEM DESIGN
Requirements – PIR Selection – Handling Large Set Sizes – Query Scheduling
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Query Scheduling – Naive Approach

For |𝐷𝐵| = 2#$,
|𝑋| = 2$),
𝑁*+,- = 64: 

⇒ 73 𝑀𝑖𝐵 communication

Worst Case: 

1

𝑁!"#$

2

…



ESORICS 2023  |  Scaling Mobile Private Contact Discovery to Billions of Users |  Laura Hetz |  Slide 21

Query Scheduling – Simple Hashing [PSSZ15, PSZ18, DRRT18]

𝑝 = 1 − *
!"#

$%&
2|𝑋|
𝑖

⋅
1

𝑁'()*

!
⋅ 1 −

1
𝑁'()*

+|-|%!
.%&'(

For |𝐷𝐵| = 2#$,
|𝑋| = 2$),
𝑁*+,- = 64: 

⇒ 3𝑀𝑖𝐵 communication
è 24× less communication 

than naïve approach 𝑘

1

𝑁!"#$

2

…
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IMPLEMENTATION & EVALUATION

See https://encrypto.de/code/disco

https://encrypto.de/code/disco
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Experiments

OnePlus 8T
Snapdragon 865, 
12 GB RAM,
256 GB Storage

Two Servers
128 GB RAM,
8 virtual cores,
250 GB Storage

|𝐷𝐵| ≤ 2!"𝑋 ≤ 2"#

Larger set size 
than related work
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PSI Comparison – [KRS+19] & Our PSI Protocol

Parameters Base Setup Online
Time 
[s]

Comm.
[MiB]

0.15 2.04
0.15 2.04
1.26 21.56
1.26 21.56

Time 
S [h]

Time 
C [s]

Comm.
[MiB]

9.84 3.53 1 072.14
9.90 109.63 66.00
0.55 3.53 1 072.14
0.61 109.63 66.00

Time
[s]

Comm.
[MiB]

2.20 4.05
5.59 5.95
0.63 2.02
4.02 3.92

|𝑫𝑩| |𝑿| OPRF PSI

𝟐𝟐𝟖 𝟐𝟏𝟎
NR-ECC

[KRS+19]
Ours

GC-
LowMC

[KRS+19]
Ours

less setup communication for |𝐷𝐵| = 2_`
S: Server
C: Client
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PSI Comparison – PIR-PSI [DRRT18] & Our PSI Protocol

Parameters Offline Online
Time [s]

ST          MT
Comm.
[MiB]

− − −
− − −

326.10 98.97 66.00

Time [s]
ST          MT

Comm.
[kiB]

33.02 13.22 5 048.32
4.07 1.60 28 979.20
3.39 0.45 1 952.25

|𝑫𝑩| |𝑿| Protocol
PSI Params.

𝟐𝟐𝟖 𝟐𝟏𝟎
PIR-PSI

𝒄 = 𝟎. 𝟐𝟓, 𝒃 = 𝟏
𝒄 = 𝟒, 𝒃 = 𝟏𝟔

Ours 𝑵𝑷𝒂𝒓𝒕 = 𝟑𝟐

< seconds online time for MT, 𝐷𝐵 = 2_`, 𝑋 = 2`k
ST: single-threaded
MT: multi-threaded
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Summary

Ran experiments and 
evaluated our protocol

Simulated & evaluated 
strategies for DB updates

Implemented our protocol 
for mobile devices

Surveyed PIR
protocols

Optimized & integrated 
PIR into OPRF-based PSI

Limitations & Outlook
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Thank you!

Get in touch: 
laura.hetz@inf.ethz.ch

For more details see https://ia.cr/2023/758
& https://contact-discovery.github.io

mailto:laura.hetz@inf.ethz.ch
https://ia.cr/2023/758
https://contact-discovery.github.io/
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BACKUP SLIDES
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PIR Protocol Selection

Database size 𝑁, 
number of servers 𝑛, 
plaintext size 𝑝, 
lattice dimension 𝑑/, 
database hypercube
dimension 𝑑, 
encryption parameter 𝑀, 
number of buckets 𝐵, and 
bucket size 𝑁0.
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Input: 𝑖𝑑𝑥, 
Output:𝐷𝐵[𝑖𝑑𝑥]

ℎ𝑖𝑛𝑡𝑠

Store ℎ𝑖𝑛𝑡𝑠 locally

𝑺𝒆𝒓𝒗𝒆𝒓𝒐𝒇𝒇𝒍𝒊𝒏𝒆
Input: 𝐷𝐵, 
Output: ⊥

𝑺𝒆𝒓𝒗𝒆𝒓𝒐𝒏𝒍𝒊𝒏𝒆
Input: 𝐷𝐵, 
Output: ⊥

Offline-Online PIR – Offline Phase [CK20, KC21]

𝑺𝑬𝑻𝑼𝑷 𝐷𝐵
• Sample random subsets 𝑆$, … , 𝑆4 ⊂ |𝐷𝐵|

of size 𝑆" = |𝐷𝐵|
• Compute parity words 𝑝5 for each subset, store in 
ℎ𝑖𝑛𝑡𝑠 ← (𝑆$, 𝑝$), … (𝑆4 , 𝑝4)
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𝑎𝑛𝑠𝑤𝑒𝑟678"79

𝑸𝑼𝑬𝑹𝒀(ℎ𝑖𝑛𝑡𝑠, 𝑖𝑑𝑥)
• Find subset 𝑆" , s. t. 𝑖𝑑𝑥 ∈ 𝑆"
• 𝑞𝑢𝑒𝑟𝑦678"79 ← 𝑃𝑢𝑛𝑐 𝑠𝑒𝑡" , 𝑖𝑑𝑥
• Generate new random set 𝑠𝑒𝑡79: with 
𝑖𝑑𝑥 ∈ 𝑠𝑒𝑡79:

• 𝑞𝑢𝑒𝑟𝑦6;;8"79 ← 𝑃𝑢𝑛𝑐(𝑠𝑒𝑡79: , 𝑖𝑑𝑥)

𝑺𝒆𝒓𝒗𝒆𝒓𝒐𝒇𝒇𝒍𝒊𝒏𝒆 𝑺𝒆𝒓𝒗𝒆𝒓𝒐𝒏𝒍𝒊𝒏𝒆

Offline-Online PIR – Online Phase [CK20, KC21]

𝑨𝑵𝑺𝑾𝑬𝑹(𝐷𝐵, 𝑞𝑢𝑒𝑟𝑦)
Calculate parity for received punctured 
set 𝑞𝑢𝑒𝑟𝑦 and send it to client

𝑞𝑢𝑒𝑟𝑦6;;8"79 𝑞𝑢𝑒𝑟𝑦678"79

𝑎𝑛𝑠𝑤𝑒𝑟6;;8"79

𝑹𝑬𝑪𝑶𝑵𝑺𝑻𝑹𝑼𝑪𝑻 𝑎𝑛𝑠𝑤𝑒𝑟6;;8"79 , 𝑎𝑛𝑠𝑤𝑒𝑟678"79

• 𝑝<9-! ⊕𝑎𝑛𝑠𝑤𝑒𝑟678"79 = �𝐷𝐵 idx if 𝑖𝑑𝑥 ∈ 𝐷𝐵
0ℓ else

• Calculate new parity for 𝑠𝑒𝑡79: from 
𝑎𝑛𝑠𝑤𝑒𝑟6;;8"79, save it, discard 𝑠𝑒𝑡"
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Input: 𝑥 ∈ 𝑋,
Output: 

ℎ𝑖𝑛𝑡𝑠

Store ℎ𝑖𝑛𝑡𝑠 locally

𝐶𝐹

𝑺𝒆𝒓𝒗𝒆𝒓𝒐𝒇𝒇𝒍𝒊𝒏𝒆
Input: 𝐷𝐵)*+, 
Output: ⊥

𝑺𝒆𝒓𝒗𝒆𝒓𝒐𝒏𝒍𝒊𝒏𝒆
Input: ⊥, 
Output: ⊥

Protocol Overview – Offline Phase

𝑺𝑬𝑻𝑼𝑷 𝐷𝐵
• Generate key 𝑘
• OPRF Precomputation
• Store 𝐷𝐵 in 𝐶𝐹 using 𝑃𝑅𝐹 and key 𝑘
• Partition 𝐶𝐹
• Generate ℎ𝑖𝑛𝑡𝑠 on 𝑁*+,- partitions
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𝑎𝑛𝑠𝑤
𝑒𝑟678"

79

• Run OPRF with 𝑆𝑒𝑟𝑣𝑒𝑟6;;8"79 to get x′ = 𝑃𝑅𝐹!(𝑥)
• Compute tag and all possible 𝐶𝐹 positions of 𝑥′
• Run query scheduling
• 𝑸𝒖𝒆𝒓𝒚 every partition

𝑺𝒆𝒓𝒗𝒆𝒓𝒐𝒇𝒇𝒍𝒊𝒏𝒆 𝑺𝒆𝒓𝒗𝒆𝒓𝒐𝒏𝒍𝒊𝒏𝒆

Protocol Overview – Online Phase

Both Server: Run 𝑨𝑵𝑺𝑾𝑬𝑹 on each 
partition queries

𝑞𝑢𝑒𝑟𝑦6;;8"79

𝑞𝑢𝑒𝑟
𝑦678"7

9

𝑎𝑛𝑠𝑤𝑒𝑟6;;8"79

• Run 𝑹𝑬𝑪𝑶𝑵𝑺𝑻𝑹𝑼𝑪𝑻 for all queries

OPRF 𝑥

𝑘

𝑥′
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Query Scheduling

1 2 3
1
𝐴

2
𝐵

1
A

2
B

3
C

3
C

𝐻"(2) 𝐻$(2) 𝐻"(2) 𝐻$(2)

Simple Construction [IKOS04]

1 2 3
2 3

Probabilistic Batch Codes [ACLS18]

𝑁%&'

𝑁%&'
2
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SYSTEM DESIGN
PIR Selection – Handling Large Set Sizes – Query Scheduling – Protocol Overview
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Input: 𝑥 ∈ 𝑋,
Output: 

ℎ𝑖𝑛𝑡𝑠

Store ℎ𝑖𝑛𝑡𝑠 locally

𝐶𝐹

𝑺𝒆𝒓𝒗𝒆𝒓𝒐𝒇𝒇𝒍𝒊𝒏𝒆
Input: 𝐷𝐵)*+, 
Output: ⊥

𝑺𝒆𝒓𝒗𝒆𝒓𝒐𝒏𝒍𝒊𝒏𝒆
Input: ⊥, 
Output: ⊥

Protocol Overview – Offline Phase

𝑺𝑬𝑻𝑼𝑷 𝐷𝐵
• Generate key 𝑘
• OPRF Precomputation
• Store 𝐷𝐵 in 𝐶𝐹 using 𝑃𝑅𝐹 and key 𝑘
• Partition 𝐶𝐹
• PIR precomputation on each

partition 𝐶𝐹> for 𝑝 ∈ {1, 𝑁*+,-?}
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• Run OPRF to get x′ = 𝑃𝑅𝐹!(𝑥)
• Compute tag and possible 𝑪𝑭 positions of 𝑥′
• Schedule queries to obtain 𝑘 queries to each 

partitions 𝐶𝐹> ∈ {𝐶𝐹$, … 𝐶𝐹@"#$%} for both server.

𝑺𝒆𝒓𝒗𝒆𝒓𝒐𝒇𝒇𝒍𝒊𝒏𝒆 𝑺𝒆𝒓𝒗𝒆𝒓𝒐𝒏𝒍𝒊𝒏𝒆

Protocol Overview – Online Phase

Both Server: Answer PIR queries on 
each partition 𝐶𝐹>

• 𝑸𝒖𝒆𝒓𝒚 every partition on each server using 
PIR

• Combine answers and check if tag is 
included

OPRF 𝑥

𝑘

𝑥′PIR

𝑞67,$, … 𝑞67,!

𝐶𝐹>

𝑎67,$, … 𝑎67,!

PIR𝑞67,$, … 𝑞67,!

𝐶𝐹>

𝑎67,$, … 𝑎67,!
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𝑋

Related Work – Cuckoo Filter (CF) [FAKM14]

𝑝" = 𝐻 𝑥

1 2 3 4 5 6 ... n

𝐴 𝐷 𝐶 𝐵 𝐹
𝐸 𝐺
𝐻 𝐽

tag of element 𝑥
𝑋 = 𝐻((𝑥)

𝑝$ = 𝑝"⊕𝐻 𝑋

𝑛 buckets
with each 𝑏 = 3
possible entries

𝑋
𝐼
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DATABASE UPDATES
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Contact List Updates

Private Mobile 
Contact Discovery

𝑍 = 𝑋 ∩ 𝑌

Users 𝑌

𝑍

User
Service Provider
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Updates – Simulation [HWS+21, HWS+23]

1.5 Billion à 2 Billion
Jan. 2018 – Feb. 2020

300 Million à 400 Million
2019 – 2020 

Change Rate ~ 0.05% / day ~ 0.5% / day
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1 2 … |𝐶𝐹1|

Database Updates – Additional Update Database 
[HWS+21, DRRT18]

1

2

…

|𝐷𝐵|

𝐷𝐵

|𝐷𝐵|
+1

1 2 … |𝐶𝐹2|

Our PSI

Our PSI

|𝐷𝐵| = 2!": 0.01 %/𝑑𝑎𝑦:  2.90 𝑀𝑖𝐵/𝑑𝑎𝑦
1.00 %/𝑑𝑎𝑦:  7.65 𝑀𝑖𝐵/𝑑𝑎𝑦
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Database Updates – In-place Edits [MZRA22]

1

2

…

|𝐷𝐵|

1 2 … |𝐶𝐹|

𝐷𝐵

|𝐷𝐵|
+ 1

Our PSI

Δ� = 𝐶𝐹 𝑖 ���⊕𝐶𝐹 𝑖 ���

1, Δ`
Apply Δ to 
ℎ𝑖𝑛𝑡𝑠
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Database Updates – In-place Edits – Simulation

|𝐷𝐵| = 2!":

𝟎. 𝟎𝟏 %/𝑑𝑎𝑦:  13.52 𝑀𝑖𝐵/𝑑𝑎𝑦
1.00 %/𝑑𝑎𝑦:  486.37 𝑀𝑖𝐵/𝑑𝑎𝑦
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Implementation

Android Benchmarking Application for Mobile Private Contact Discovery [KRS+19]
https://github.com/contact-discovery/mobile_psi_android

C++ Library for Mobile Private Contact Discovery [KRS+19]
https://github.com/contact-discovery/mobile_psi_cpp

Checklist: Private Blocklist Lookups [KC21]
https://github.com/dimakogan/checklist

Cuckoo Filter based on [FAK14] 
https://github.com/linvon/cuckoo-filter

See https://encrypto.de/code/disco

https://github.com/contact-discovery/mobile_psi_android
https://github.com/contact-discovery/mobile_psi_cpp
https://github.com/dimakogan/checklist
https://github.com/linvon/cuckoo-filter
https://encrypto.de/code/disco
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PSI Comparison – Protocol Overview 

OPRF 
Precomputation

𝐶𝐹

OPRF

OPRF 
Precomputation

OPRF 
Precomputation

PIR
Preprocessing

PSI (ours) PSI [KRS+19] PIR-PSI [DRRT18]

OPRF OPRF

PIR PIR

O
nl

in
e

Se
tu

p
Ba

se

+
PSI
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OPRF
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Our Protocol Results

Parameters Time [s] Comm. [MiB]
|𝑫𝑩| 𝐍𝐏𝐚𝐫𝐭 |𝑿| Multi-

threaded

𝟐𝟑𝟏 𝟔𝟒 𝟐𝟏𝟎
𝑵𝒐
𝒀𝒆𝒔

Server 
Setup

Client 
Setup

Online

1 988.81 961.48 6.12
𝟓𝟐𝟓. 𝟎𝟗 𝟐𝟖𝟔. 𝟕𝟖 𝟎. 𝟕𝟒

Offline Online

264.00 2.59

seconds online time<
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Summary – Evaluation

[KRS+19] Our Protocol

Base |𝑋| |𝑋|

Setup |𝐷𝐵| 𝑁IJKL |𝐶𝐹M|

Online |𝑋| log 𝐶𝐹M (|𝑋|
+ 𝑋 𝑁IJKL log𝑁IJKL)

|𝑋| Number of client inputs, e.g., 2$)
|𝐷𝐵| Number of server inputs to PSI Protocol, e.g., 2#$
|𝐶𝐹>| Number of server inputs to PIR Protocol, number of CF buckets per partition, e.g.,2%F
𝑁*+,- Number of CF Partitions, e.g., 32

Asymptotic Communication Complexity

Reduced offline 
communication

< sec. online time 
for |X| = 2&# and 
|𝐷𝐵| = 27&

Larger set sizes


